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Make yourself a difficult target for cyber criminals

Cyber criminals may be targeting your family’s wealth. Fidelity's Cyber Fraud Investigations Team recommends you reduce your
risk by taking the following actions. You should consult with your financial advisor if you are unsure how to accomplish these tasks.

Follow these steps, in order, to regain control of your digital life.

1. Use a dedicated device
when managing your finances

Cyber criminals target weakly configured or
unmaintained systems.

* Use a dedicated device for accessing your family’s
financial accounts. No web surfing or email is conducted
with the dedicated device, significantly reducing the risk of
any malware getting on that device. Other devices can be
used for all other online activity.

* Ensure the operating system and anti-virus protection
remains up to date. Most vulnerabilities are exploited long
after a fix is available.

e If your web browser prompts you to save your password, say
no. If your computer is compromised, attackers will have
immediate access to your online accounts. Consider using a
password manager instead.

3. Secure your financial accounts

» Choose a unique username and PIN.
Never reuse passwords.

* Register for Symantec VIP Access. VIP Access is a two-
factor authentication token which, in addition to your
username and password, helps prevent unauthorized access
at login.

* Setup transaction alerts. Fidelity will alert you when
something is happening in your account.

* Enrollin Fidelity MyVoice. Once activated, MyVoice will
detect and verify your voiceprint on the first few moments of
the call.

| _:I 2. Guard your email

When cyber criminals are able to read your email, they
use what they find to takeover your financial accounts
or divert upcoming payments. They may even use your
personal messages as a means of extortion.

* Don’t enter your email credentials if directed to do so by an
email link.

¢ Use a dedicated email account for your financial accounts;
don't co-mingle financial and social emails.

* Choose an email provider that offers two-factor
authentication and notifies you when they detect

something unusual.

e Create a unique password.

@ 4. Protect your credit

* Freeze your credit. Consider adding a “security freeze” at
the three major credit bureaus to prevent new accounts
being opened in your name.

Credit bureau contact information:
» Equifax: 800-685-1111
» Experian: 888-397-3742
» Transunion: 888-909-8872
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Act quickly If you think you have been compromised

If you think your Fidelity account
has been compromised:

v" Contact Fidelity or your financial advisor immediately.

v" Your financial advisor or relationship team will work with
fraud specialists to protect your assets.

If you think your computer or

v Stop using it.
v' Take it offline.

v Notify your IT provider or a professional right away to get
guidance on next steps.

v Change passwords for sites you accessed via that device.

mobile device may be compromised:

If you think your email account
may be compromised:

B2

v Change your password.

v" Notify your email or IT provider right away. Ask for their help
in securing your email and gathering recent login history.

v" Search your email for anything that attackers could use to
target your identity and online accounts. Assume attackers
had access to this information and take the necessary steps
to protectit.

If you think your identity has
been compromised:

v Put a fraud alert on your credit reports.
v Contact any institution directly affected.
v" File a police report.

v Contact the Social Security Administration and the Internal
Revenue Service if you believe your Social Security Number
has been compromised.

» Social Security Administration: 800-772-1213
» Internal Revenue Service: 800-829-0433

The information contained herein is as of the date of its publication, is subject to change, and is general in nature. Such information is provided for informational purposes only and
should not be considered legal, tax, or compliance advice. Fidelity Clearing & Custody Solutions® does not provide financial or investment advice. Fidelity cannot guarantee that
such information is accurate, complete, or timely. Federal and state laws and regulations are complex and are subject to change. Laws of a specific state or laws that may be
applicable to a particular situation may affect the applicability, accuracy, or completeness of this information. This information is not individualized, is not intended to serve as the
primary or sole basis for your decisions, as there may be other factors you should consider, and may not be inclusive of everything that a firm should consider in this type of planning
decision. Some of the concepts may not be applicable to all firms. Always consult an attorney, tax professional, or compliance advisor regarding your specific legal, tax, or regulatory

situation.

Information provided in this document is for informational and educational purposes only. To the extent any investment information in this material is deemed to be a
recommendation, it is not meant to be impartial investment advice or advice in a fiduciary capacity and is not intended to be used as a primary basis for you or your client’s investment
decisions. Fidelity, and its representatives may have a conflict of interest in the products or services mentioned in this material because they have a financial interest in, and receive
compensation, directly or indirectly, in connection with the management, distribution and/or servicing of these products or services including Fidelity funds, certain third-party funds

and products, and certain investment services.

The content provided and maintained by any third-party Web site is not owned or controlled by Fidelity. Fidelity takes no responsibility whatsoever nor in any way endorses any such

content.

Third party marks are the property of their respective owners; all other marks are the property of FMR LLC. Third parties referenced herein are independent companies and are not
affiliated with Fidelity Investments. Listing them does not suggest a recommendation or endorsement by Fidelity Investments.

Fidelity Clearing & Custody Solutions® provides clearing, custody, or other brokerage services through National Financial Services LLC or Fidelity Brokerage Services LLC, Members

NYSE, SIPC.
200 Seaport Boulevard, Z2B1, Boston, MA 02210.
© 2019 FMR LLC. All rights reserved.
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